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Abstract- The rapid spread of technology and the benefits that
can be obtained from utilizing it caused a radical change in the
modern health care systems. The easiness of creating, storing,
and sharing digital medical images makes them a good
alternative to the hardcopies. Storing and exchanging digital
medical images save time, cost, and efforts, however, they are
under the threat of reaching to unauthorized person who may
modify them. Malicious attacks and modifications on medical
images before reaching their destination will affect the final
diagnosis and decision results, therefore, there is a persistent
need to protect digital medical images while exchanging them
through unsecure channel. Over the years, different approaches
have been applied to provide security while exchanging digital
medical images. This paper presents a review of different
medical images security techniques and their trends in the last
decade. The paper compares between the objectives, properties,
and requirements of the reviewed techniques in order to
provide an overview for the students, readers, and researchers
to understand which approach is more suitable for their
applications which are related to medical images security
purposes.
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. INTRODUCTION

The eHealth services are increasing and spreading day after
another because of their advantages for the physicians and
patients such as saving time, reducing cost and efforts, and
obtaining the opinions from experts who may live in a place far
away from the hospital or the patient. These services provide
the chance for the users to easily remote access the medical
images for the diagnosis purposes. The benefits of using these
services may be vanished if the medical images accessed by
unauthorized people, therefore, several security issues are
raised in this field [1-4]. The security requirements can be
summarized as follows:

e The sender and receiver of the medical images should
have the same level and criterion for security and privacy
management.

e The access and storage of the medical information, the
process of sharing them, and all the directive rules should
be controlled by a suitable authorization process.

e There are five main security requirements as shown in
Figure 1 which are required in the security systems that are
used for storing or sharing the medical images.
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Figure 1. Medical images security requirements

The confidentiality characteristic refers to the ability of the
system to provide access to the data by only specific users
while the availability means there should be a scheduled access
to the information which must be followed by the users to get
that information. The integrity of the medical images refers to
the ability of the system to ensure the safety of these images
from unauthorized modifications [1-3]. The authenticity is the
ability of the system to confirm that the medical images have
been generated from a trusted source and are received from the
right patient while the non-repudiation refers to the protection
against disavowal by the people who share the medical
information through the system [4].
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Several medical imaging security approaches and
techniques have been presented to achieve the previously
mentioned requirements. The cryptography and data hiding
techniques are examples of the widely used approaches for
security purposes in medical imaging systems. The
cryptography is a science and art of encoding the secret
information in order to change the original information from
their obvious form to an ambiguous form [5]. Data hiding
techniques are classified as steganography and watermarking
according to the relationship between the cover image and the
secret data that are embedded in the image [6]. The data hiding
technique called steganography when the secret data is the part
that needs protection. In this case, the secret data is embedded
in a cover image which is usually not related to the data and it
is only used as a means to carry the secret data in a secure
manner. The data hiding technique called watermarking when
the cover image is the part that needs protection and in this
case the secret data is always related to the cover image [7].
Figure 2 illustrates the difference between steganography and
watermarking based medical imaging security approaches.
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Figure 2. The difference between steganography and watermarking based
security approaches

Most of medical imaging security systems rely on the
watermarking based approaches because the medical images
are the type of data that needs to be protected. As shown in
Figure 2, in watermarking based approach, the medical image
can be recovered at the receiver side and in this case the
watermarking technique is called reversible (i.e., lossless or
revertible). The rest of the paper is organized as follows: the
next section contains an over view for the review articles that
are related to medical imaging security approaches and
techniques; section 11l focuses on the security of medical
images based on cryptography; section IV presents the
conclusions of this paper.

Il.  REVIEW ARTICLES FOR MEDICAL IMAGING SECURITY
APPROACHES AND TECHNIQUES

Over the years, several review articles have been presented
to highlight the security issues and review different techniques
that can be applied for medical images security purposes. Some
review articles that are presented in the last decade can be
found in [4], [8]-[18]. In 2009, the review article in [8]
highlighted the security requirements, the medical images
quality, and reviewed a few number of medical image
watermarking techniques. In 2010, a brief review article
concentrated on the necessity of using lossless techniques to
provide security in medical images [4]. The lossless process
means the modifications that are applied on the image should
be completely reversible and the original medical image can be
recovered correctly. In 2013, a brief review of medical images
steganography techniques has been presented in [9]. The
review focused on the effect of steganography methods on the
visual quality of the medical images. The article concluded that
the steganography process give rise to perceptual changes in
the medical images. At the same year, another review article
has been presented in [10] which contains a review of
teleradiology security requirements. The article reviewed
different watermarking techniques in teleradiology and
highlighted their requirements, pros, and cons.

In 2014, a valuable review article has been presented in
[11] which reviewed different medical image watermarking
techniques in spatial domain and transform domain. The article
also presented a review of the performance analysis methods
and evaluation parameters that can be used to evaluate the
implemented watermarking technique. In 2015, a review article
has been presented in [12] to illustrate the security
requirements while sharing or storing the medical information
using mobile computing devices. The article also presents a
discussion and comparison for different encryption methods
that can be applied to provide security between computer
networks. During the same year another article [13] reviewed
some watermarking techniques for medical image in addition
to the medical images modalities.

In 2016, different encryption algorithms for medical images
have been reviewed briefly in [14]. During the same year, two
other review articles have been presented to review the medical
image watermarking techniques, their requirements, and
purposes [15, 16]. In 2017, an article reviewed different
watermarking techniques which have been presented to protect
the electronic patients record (EBR) [17]. In 2019, an article
presented an overview for the attacks and requirements of
medical image watermarking techniques, in addition, some
watermarking techniques have been reviewed and their
importance in health care systems has been highlighted [18].
Table | summarizes the review articles in the last decade which
have been mentioned before.

There is always a necessity to supply the research
community with updated review articles to provide better
insight to the recent trends in a specific research field. As
shown in Table 1 most of the review articles in the last decade
have focused on data hiding techniques, therefore, there is a
need for an updated review article that focused on
cryptography techniques for medical images. This article
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presents a review of different medical images security systems
that have been presented in the last decade which are based on
cryptography. The following section contains a review of

TABLE I.

medical images security techniques based on cryptography,
their capabilities, advantages, and limitations. Thereafter, the
conclusions and suggestions for future research are elucidated.

A SUMMARY OF THE REVIEW ARTICLES IN [4], [8]-[18]

Review Article The focus of the review article

Some available information in the article

L. S. Chuin, & J. M. Zain, 2009 [8] Watermarking

Watermarking requirements, performance measures, and embedding domains

S. Rohini, & V. Bairagi, 2010 [4] Lossless data hiding

Data hiding requirements

P. Kamal, & G. Jinda, 2013 [9] Steganography

performance measures, and embedding domains

H. Nyeem et al., 2013 [10] Watermarking

Security and Privacy Requirements in Teleradiology, limitations of existing
security measures/tools, and advantages and disadvantages of watermarking

S. M. Mousavi et al., 2014 [11] Watermarking

Watermarking applications and requirements, embedding domains,
Watermarking Benchmarks and Performance Analysis

A. F. Choudhri et al., 2015 [12] Steganography

Performance measures, and embedding domains, limitations of some
steganography techniques

N. H. Ghazali et al., 2015 [13] Watermarking

Medical image modalities, watermarking applications, literature review of some
authentication techniques and their characteristics

N. Hamidipour & A. Sarmeydani, 2016 [14] | Cryptography

Literature review of some medical image encryption techniques

K. Kaur & E.S. Kaur, 2016 [15] Watermarking

Literature review of some medical image watermarking schemes that are used
for authentication, data hiding, or both

P. Kishore et al. [16] Watermarking

Types of attacks on security systems, watermarking requirements, literature
review of several medical image watermarking techniques

G. Singh, 2017 [17] Watermarking

Literature review of watermarking techniques for embedding EPR in medical
image

A. H. Allaf, & M.A. Kbir, 2018 [18] Watermarking

Types of attacks on security systems, watermarking requirements

IIl.  SECURITY OF MEDICAL IMAGES BASED ON
CRYPTOGRAPHY

Different cryptography techniques have been applied as a
means to provide security while exchanging medical images
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through internet or other unsecured channels. Figure 3 shows a
general block diagram for the medical images security systems
that are based on cryptography. As shown in Figure 3 the
cryptography scheme consists of two stages that are the
encryption and decryption processes.
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Figure 3. The difference between steganography and watermarking based security approaches

The cryptography scheme can be used for security of
medical image or patient’s information or both. For instance, in
[19], an encryption algorithm has been applied to color medical
images. The image’s mean and entropy values are calculated to
generate a key which is used to apply pixel-shuffling process.
This algorithm changed the pixels’ locations of the medical

image without changing their values. The advantage of this
method is that there is no need for the expansion of the image
size and the pixel value. In [20], two processes have been
applied to obtain the encrypted image which are the scrambling
and confusion methods. Two-dimensional lower triangular map
method has been used for scrambling the locations of the pixels
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and the propeller method has been used for the confusion. In
[21], a random secret key has been generated using Quantum
cryptography, Shor’s algorithm, and Data Encryption Standard
(DES). The generated key has been applied to encrypt and
secure the medical image and a Graphical User Interface (GUI)
has been implemented to show the original and the encrypted
medical images. In [22], the homomorphic encryption
technique has been applied to provide security for a specific
type of images called Digital Imaging and Communication in
Medicine (DICOM) images which are stored using cloud
computing. The algorithm starts by converting the medical
image into a matrix and a key is generated to perform the
encryption process. The resultant encrypted matrix is then
converted to image to be stored in the cloud. In [23], a DICOM
medical image encryption algorithm has been presented that is
based on modifying the Advanced Encryption Standard (AES)
algorithm by adding the Arnold’s chaotic map as a preliminary
step before performing the encryption process. In [24], a
feature based encryption scheme has been presented to protect
the medical images in cloud computing. The scheme allows
multiple users to access the stored DICOM images in cloud
using decryption process that is based on verification and
authentication procedure.

In [25], a cryptography technique based on chaos method
has been applied to generate a key for encrypting the medical

image. The experimental results of this technique proved that
the histograms of the encrypted images are almost uniform and
this feature makes the technique more robust against statistical
attacks. This method suffers from the problem of the
distortions that are generated in the recovered image after
applying the decryption process. In [26], a chaotic-based
medical image encryption algorithm has been applied which is
started by dividing the image into blocks and shuffling the
blocks in the horizontal and vertical directions according to a
secret key. In [27], a cryptography technique has been
presented based on randomly changing the locations of the
pixels by using sub-keys that are generated from a secret key.
To increase the security of this technique, two rounds of
encryption have been applied. The technique can be used to
provide security for different image modalities and it has
robustness against different attacks. In [28], a cryptography
technique based on dual encryption method has been applied to
encrypt the medical images. In this technique the Blowfish
encryption is applied followed by signcryption algorithm.
Thereafter, the private and public keys of the encryption
algorithm are upgraded using the Opposition based Flower
Pollination (OFP) method. In [29], a security technique has
been offered for medical images exchange and storage through
cloud computing. In this technique, the medical image is
compressed using Huffman coding and encrypted using
Blowfish encryption process.

TABLE Il SUMMARY OF THE CRYPTOGRAPHY TECHNIQUES IN [19]-[29]
Reference | Type of medical image | Encryption type Capability Advantages Limitations
. . . Lossless No need for expansion in image size and Non unifo_rm histogram of encrypted
[19] Color image Pixel-shuffling Confidentialit ixel value image which means less robustness
y [P against statistical attacks
. Scrambling and Lossless Robust against brute-force and statistical | . , .. .
[20] Color image confusion Confidentiality | attacks High time complexity
. e Non uniform histogram of encrypted
[21] DICOM image Enc::r:\orzgaphlc Confidentiality Ia‘oa:?]slieé J{Ejfcgrézwproves the robustness image which means less robustness
yp 4 against statistical attacks
. Quantum Confidentiality | A modified Shor’s algorithm and DES S .
(22] Grayscale image cryptography Authenticity improved the security of the technique High time complexity
23] Grayscale image Chaotlc_—based Confidentiality The use of cha_otlc maps improved the Distortions are_gen_erated in the
encryption robustness against attacks decrypted medical image
. Sub-keys and pixel- T High security, improved speed and . . .
[24] Grayscale image shuffling Confidentiality robustness Not mentioned in the article
Chaotic-based and Almost uniform histogram of the Distortions are aenerated in the
[25] Grayscale image block of pixels Confidentiality | encrypted image which improved the gene
. : - decrypted medical image
shuffling robustness against statistical attacks
Almost uniform histogram and the use | Distortions are generated in the
[26] Grayscale image Blowfish Confidentiality | of different keys improved the security | decrypted medical image and high time
of the technique complexity
Almost uniform histogram of the
[27] DICOM image Modified AES Confidentiality | encrypted image which improved the High time complexity
robustness against statistical attacks
. . . - Less storage space in cloud because of N .
[28] Grayscale image Blowfish Confidentiality using Huffman coding High time complexity
. Feature based Confidentiality | verified and authenticated decryption N .
[29] DICOM image encryption Authenticity process for the cloud environment High time complexity
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As illustrated in Table Il, the cryptography techniques can [9] P.Kamal, G. Jindal. “Review of Different Steganographic techniques on
achieve one or two from the security requirements (I e Medical images regarding their efficiency”. International Journal of
- . . o Innovations in Engineering and Technology (IJIET), vol. 2, no. 1, 2013.
anfldent'a“ty and &,IUthent'C'ty) that _have bee_‘n shown in https://pdfs.semanticscholar.org/5edb/a7b901c91696addee439bc2f197b
Figure 1. To a(_:hleve more security requirement, the 3587b5fa.pdf
cryptqgraphy _technlques a_lo_ne are nOt_enOUQh and the_y may be [10] H. Nyeem, W. Boles, and C. Boyd. “A Review of Medical Image
combined with data hldlng technlques to obtain better Watermarking Requirements for Teleradiology”. Journal of Digital
performance. Imaging, vol. 26, pp. 326-343, 2013. https://doi.org/10.1007/s10278-
012-9527-x
[11] S. M. Mousavi, A. Naghsh, and S. A. R. Abu-Bakar. “Watermarking
Techniques used in Medical Images: a Survey”, Journal of Digital
IV. CONCLUSIONS Imaging, vol. 217, . 714-729, 2014.
. . . . . https://dx.doi.org/10.1007%2Fs10278-014-9700-5
This paper starts by briefly presenting the review articles st Chx g;ﬁri o ot t: - o o Rad o snin
that are related to the topic of medical images security using 121 A F Choudhri, A R. Chatterjee, R. Javan, M. . Radvany, and G. Shih.
L . L Security Issues for Mobile Medical Imaging: A Primer”. Radio
cryptography and data_hldlng techniques. Followed bya review Graphics, vol. 35~ no. 6, pp.1814-1824,  2015.
of cryptography techniques that have been presented in the last https://doi.org/10.1148/rg.2015140039
decade to provide security for medical images. The security [13] N. H. Ghazali, A. A. Manaf, and G. Sulong. “Review of Watermarking
requirements that can be achieved using cryptography are the Techniques for Medical Images”. International Journal of Applied
confidentiality and authenticity. The advantages and limitations ggfénﬁ;gg?/wwwiggégpéhga\t/glﬁet/pt%licatr}gﬁ/28?2’18788;1 R‘e‘\?i%%lfg?&
of these techniques have been summarized. watermarking_techniques_for_medical_images - T
As explained in this review, the recent trends of the medical [14] N. Hamidipour, and A. S. Sarmeydani. “Advances in Medical Image
images security techniques are directed towards color medical pncryption”. Joumal of Electronics and Communication Engincering
: . : : . . Research, vol. 1, no. 1,
images and security of medical |mage_s in cloud computing. 2016.https://www.researchgate.net/publication/311231309_Advances_in
Ther_efore, the new cryp_tography techr_nques can focu_s on th_e _Medical_Image_Encryption
requirements of th“?se fields. To provide mf)re SeC.U“ty, It 1s [15] K. Kaur, and E. S. Kaur. “Review of Image Watermarking Technique
recommended to mix the cryptography technique with the data for Medical Tmages”, International Journal of Advance research, ldeas
hiding techniques. and Innovations in Technology, vol. 2, no. 5, 2016.
[16] P. V. V. Kishore et al. “MEDICAL IMAGE WATERMARKING: RUN
THROUGH REVIEW”, ARPN Journal of Engineering and Applied
Sciences, vol. 11, no. 5, 2016.
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